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Abstract— IoT systems contribute to digital transformation 

through the development of smart concepts. However, the 

IoT has also generated new security challenges that 

require security tools to be adapted, such as risk analysis 

methodologies. 

Many organizations use a variety of methods and 

frameworks to assess cybersecurity risks. However, most 

current risk assessment methods are for generic software 

systems, so there is no holistic approach to risk assessment 

for IoT technologies, especially due to the diversity of IoT 

systems 

The purpose of our study is based on the following 

question: What IoT device factors should be considered in 

cybersecurity risk assessment methods? 

In this study we first propose a cybersecurity risk 

assessment model based on vectors such as vulnerabilities 

and attacks, which evaluates the security risk from 

different dimensions of physical layer, network layer and 

application layer. Secondly, we design the mathematical 

assessment model for computing risk value of IoT system 

and then establish the mapping relationship table that the 

risk value is transformed into risk level. 
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I. INTRODUCTION 

The term Internet-of-Things (IoT) refers to network connected 

cyber-physical devices that can communicate and share data in 

different constrained environments [1] In a broader definition, 

IoT devices are defined as any device with an IP address 

connected to a network [2]. It can transfer information via Wi-

Fi, Bluetooth, or wired technologies. The IoT devices are 

present in almost each sector of life, from performing ordinary 

daily activities to industrial sensors and measurement devices.  

Implementing the smart concept from a technological 

perspective is based on the use of emerging technologies such 

as artificial intelligence (AI), big data, machine learning (ML), 

Internet of Things 

(IoT) and the cloud [3]. However, these technologies has 

introduced additional aspects related to cybersecurity. The IoT 

has certain particularities in relation to security in contrast 

with AI, big data, ML and cloud; this is because of factors 

such as location in less protected environments such as streets, 

traffic lights and agricultural fields, among others [4]  

Security attacks have seen significant growth in recent years, 

generating considerable economic impacts for a variety of 

organizations. For example, in December 2021, Bitmart, a 

cryptocurrency trading platform, suffered a security breach, 

losing nearly USD 150 million in stolen tokens (BBC 2022). 

In a similar case, carried out in June 2021, gas pipelines in the 

United States suffered a ransomware attack, forcing the 

Colonial Pipeline to pay USD 5 million to retrieve its 

operations (New York Times 2022). 

In august 2022 a hospital southeast of Paris has been crippled 

by an cyberattack, drastically reducing the number of patients 

who can be admitted and forcing a return to pre-digital 

workflows. (France24 2022) 

IoT devices have inherent characteristics, such as 

heterogeneity of technologies and protocols, reduced 

computational capacity and limited security mechanisms [5].  

In relation to this aspect, security risk analysis method in an 

IoT context has been discussed by some researchers in recent 

years. 

However, each proposed method exploits different factors or 

characteristics of IoT systems compared to other methods, and 
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sometimes there is no rational reason to choose the specific 

factors used. Analyzing the factors used by different methods 

can help provide a more in-depth calculation of IoT security 

risks. Therefore, there is a gap in formal methods for 

analyzing IoT security risks and factors that contribute to more 

accurate and effective development of IoT security risk 

analysis methods. 

Based on the literature review and analysis, this study 

develops a scientific approach to calculate the cyber risk of 

IoT systems while taking into account IoT-specific influencing 

factors. These factors are used to calculate the risk impact of 

IoT devices. 

Based on this, we propose the following objectives for this 

study: 

1.Identify key factors that influence the security risk level of 

IoT systems. 

2. Establish a method to calculate an approximate value of the 

security risk of an IoT system. 

3.  Determine a risk level (very high, high, medium, low, very 

low) relevant to the risk value 

 

The rest of the paper is structured as follows. Section 2 

presents a literature review of risk assessment in IoT 

ecosystems. Section 3 provides a works related to risk 

identification methods in IoT environments. We focus on the 

methodologies supporting our proposal. In Section 4 our 

design research methodology to identify the factors of IoT 

devices that contribute to risk security and experimental 

results are presented. Finally, Section 5 concludes this study. 

 

II. LITERATURE REVIEW 

2.1 RISK ASSESSMENT KEY CONCEPTS 

Niesen et al. [6] define risks as harmful events, uncertain and 

inherent to any organizational activity. Some risks can be 

predicted and solved instantly. Other risks are unexpectedly 

unpredictable due to the low occurrence likelihood.  

Risk identification is the process of cataloging vulnerabilities 

regarding causes and scenarios of occurrence, which means to 

find, recognize and describe the risks [7].  

Assets encompass devices, equipment, and systems subject to 

vulnerabilities and often targeted by cyberattacks. These 

attacks can affect business models and operational aspects. 

Therefore, identification should provide resources capable of 

identifying the system’s critical functions [8].  

In risk assessment, identification is the first stage that supports 

the following steps of assessment, planning, and monitoring. 

In industry, risk identification contributes to managing 

cybersecurity of diverse assets [9]. 

 

2.2  CHALLENGE ON IDENTIFYING RISKS IN IOT SYSTEM 

According to Radanliev et al. [10], there are several challenges 

on identifying risk emerging from connected devices and 

services, especially on IoT components.  

One of the changes in the IoT is the change in the dynamic 

and size of the network [11]. Moreover, due to the connections 

between IoT devices, the security of one device is also 

dependent on the security of other devices to which it connects 

and as these devices increase, the risk added to the system 

increases [12].  

Some specific challenges are: absence of hazard identification 

and disaster prevention; absence of economic impact 

assessments of cyber-IoT risks; and interaction between the 

volume of data generated by IoT devices and different 

activities (machine learning, ethics, business models). 

It is estimated by experts that by 2030 IoT technology will 

affect the world economy by 11% of GDP, which will reduce 

energy consumption by up to 20% [13].  

Smart devices are currently utilized in personal, industrial, 

medical devices, smart cars, smart homes, aircraft, finances, 

shopping behavior, inventory control, energy and water 

control. IoT is Currently, implemented in electrical power 

management such as energy-saving, power monitoring, digital 

metering. In the future, the number of Things acting in the 

system will grow exponentially [14].  

The application of smart devices would create large savings 

for manufacturers, the savings are estimated to be $57.4 

billion annually in the US and it is expected to increase the 

economic impact to at least $4 trillion per year by 2025[15].  

Therefore, the data used in IoT systems becomes a problem 

for manufacturers and consumers. IoT cybersecurity risks are 

increasing at an alarming rate, requiring data to be protected 

from theft, manipulation and deception. In general, data 

availability, integrity, and confidentiality are becoming 

increasingly relevant to IoT. Security concerns are legitimate 

concerns for leveraging the economic value of digital and 

smart infrastructure [16] 

 

III. RELATED WORKS 

This subsection provides a brief overview of risk identification 

methods in IoT environments. We focus on the methodologies 

supporting our proposal 

3.1 IOT LAYERS AND VULNERABILITIES / ATTACKS 

According to different studies [17][18][19], there are different 

opinions on IoT security architecture.  

Some studies identify three layers, others four or five, and still 

others consider six layers of security. This article analyzes the 

three-layer architecture, including the physical layer, network 

layer and application layer Figure1 
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Fig. 1. Iot device architecture 

 

Since each layer of the IoT architecture has unique security 

issues and interacts with other layers, security measures 

should be considered for the entire architecture [20]. 

A literature review of cybersecurity technologies through the 

lens of the IoT architecture helps us have a systematic and 

integrative view of the IoT cybersecurity. The following is 

based on Ali’s three-layer architecture of IoT [21]  

IoT attacks are classified based on IoT architecture and 

application scenarios [22]. All three IoT layers, namely 

application, network, and hardware layers, have security 

issues.  

 

Physique layer  

The IoT Physique layer consists of smart devices with sensors, 

actuators, and microcontrollers that have high processing 

power and the ability to connect to the network and connect to 

applications over the network. This device will allow us to 

collect data from areas with all these capabilities. Since all the 

data we need to process is collected at this level, we need to 

pay attention to data protection and make sure it is correct 

information from the sensors. 

This layer contains different kinds of sensors that can be 

physically attacked at one spot for a long time, such as 

Bluetooth, GPRS, Wi-Fi, Zigbee and WSN [23].  

The most frequent attacks are hardware attacks on the 

Physique layer. Different IoT devices, such as smart 

technology, video games, collect information about us and 

some hackers can exchange or access this information for 

illegal reasons. Tampering Node and Hardware Jamming are 

general attacks on the Physique layer, replacing or destroying 

the node in the first attacker to gain access to the node by 

collecting the cryptographic keys while the attacker can 

substitute a section of the hardware node in the latter and can 

gain routing table by catching the gateway node (24)[25] [26].  

Other types of attack are injecting a noise in data and denial 

attack where the data containing incorrect or inaccurate 

information that happens during transmission or attacking a 

programmed file is used to fail the control of the node and 

decrease the battery life. 

 

Network layer  

Data from the Physique layer is transferred across the network 

layer. This layer receives data from multiple heterogeneous 

devices, which increase the thread for this layer. 

An intrusion detection system (IDS) is used to detect attacks, 

take corrective measures, and monitor packets. The IDS 

deploys various intrusion detection techniques: statistical 

analysis for anomaly detection [27]; evolutionary algorithm 

for classifying intrusions based on error conditions, behavior, 

and attempted intrusions [28]; protocol verification for 

classifying suspicious behaviors; data mining techniques such 

as random forest method and deep learning for classifying 

network breach patterns [29]. 

- Man-in-Middle: In this threat, the attacker is not there to 

appear directly on a network device, they use the IoT 

authentication mechanism to communicate with the two sensor 

nodes to get all the sensitive data [30]  

- Router Gateway: The connection between the sensors and 

the internet gateway is disconnected or fake information can 

be injected between node sensors and routers using DoS or 

routing table attacks.  

- Sniffing: All information from the network and sensors can 

be obtained during communication between the nodes using a 

simple sniffer request (Arshad).  

 

Application layer  

The malicious attack could be caused by a virus in the 

application software code that causes the application to 
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malfunction. If an attacker is aware of the application's flaws, 

the security risk of data latency increases at the application 

layer. The program is easily hackable and can be shut off due 

to vulnerability issues. 

malicious code attacks and weakened software that allows a 

worm to be found and installed on internet-connected devices. 

Phishing is another type of attack where the attackers 

impersonate the user and use a reverse engineering model to 

identify a weak point in the end nodes. [31- 32] 

Luckily in the past few decades, risk assessment is becoming 

an integral part of the software development; however, many 

of the vulnerabilities discovered in IoT are from this layer. 

 

3.2 CYBERSECURITY RISK ASSESSMENT 

Industries that are more exposed to technology security issues, 

like banking, healthcare, and the military, have more serious 

security-related issues. 

Nowadays, security aspects represent one of the most 

significant barriers for the adoption of large-scale IoT 

deployments, based on the risk assessment theory, Xiong et al. 

[33] proposed a risk analytic method based on fuzzy analytic 

hierarchy process that consider five aspects of the security 

assessment items equipment layer, data layer, network layer, 

application layer and management layer. 

In order to eliminate the fuzziness of qualitative assessment 

and the uncertainty caused by lack of information, multiperson 

multi-attribute network security risk assessment method based 

on Grey linguistic variables was established in [34]. To 

evaluate of security risk components, Landucci et al. [35] 

expand and adapt the principles and concepts of physical 

security to the security risk analysis of chemical and process 

facilities. For accurately assessing the network security risk in 

real time, a new network security risk assessment method 

based on hidden Markov model was proposed in [36] and a 

network security risk assessment system based on chaotic 

particle swarm optimization (BP) neural network was 

designed in [37].  

In order to measure the risk and avoid the influence of 

subjective factors, Yang et al. [38] proposed a measurement 

and assessment model of cloud computing risk to use Markov 

chain and information entropy for describing random risk 

environment and measuring risk.  

Thibaud et al. [39] take into consideration that, to undertake a 

risk evaluation, vulnerability and IoT threat mappings are 

factors to be considered. Lee proposes two dimensions to 

evaluate the risk; the first one is related to the frequency of 

attacks of each IoT asset–vulnerability–threat, and the other 

dimension is the expected financial loss per attack. 

Park et al. [40] propose a risk evaluation based on threat 

analysis as a cause of vulnerability and impact, for which they 

also define threats such as Threat Event Frequency (TEF) for 

IoT devices in relation to the device’s contact valorization and 

the action performed against it. In relation to the 

vulnerabilities (VUL) of IoT devices, VUL is measured as a 

combination of threat capability (TCap) and control strength 

(CS), and indicates the difficulty of successful attacks based 

on the common vulnerability scoring system (CVSS). 

 

Lee In [41] mention that not only are security risks important, 

but privacy risks are as well, followed by the proposition of 

the use of the LINDDUN method. According to Shivraj, this 

method reduces the limitation of existing risk assessments 

based on STRIDE/DREAD to address privacy risks. 

Kieras et al. [42] focused on the major details of IoT devices, 

and for the risk evaluation he defines four related components 

that are: security attributes, dependencies, security logical 

functions, and security risks. Their analysis is based on the 

graph’s concepts. 

 

IV. CYBERSECURITY RISK ASSESSMENT BASED 

IOT LAYERS 

Our cyber risk assessment based Iot layers consists of three 

major activities:  

1. Identify the most relevant risk factors in IoT layers. 

2. Establish a method to calculate an approximate value of the 

security risk of an IoT system. 

3.  Determine a risk level (very high, high, medium, low, very 

low) relevant to the risk value 

 

4.1  RISK FACTORS IDENTIFICATION 

The IoT risk identification involves understanding how 

intruders launch cyberattacks. Intruders have two different 

mindsets: explorative and exploitative.  

Intruders usually use intentional, intuitive thinking and 

extensive experimentation during the exploratory stages. Once 

they have gained access to a system, they will turn to an 

exploitative mindset in order to succeed. The risk 

identification stage identifies IoT vulnerabilities and cyber 

threats, threat types and vulnerabilities are then identified for 

each IoT asset.  

The goal of this paper is to provide a wider range of security 

flaws and exploits that affect Internet of Things platforms. 

Because it categorizes the various attacks into three distinct 

classes physical, network, and application vulnerabilities—our 

classification differs from previous classifications. An Internet 

of Things system is susceptible to physical attacks, network 

attacks, and application attacks from the system. It should be 

noted that environmental attacks such as earthquakes are not 

included in this work since our research focuses on planned 

attacks from an enemy.  

A summary of the classification of the attacks is shown in 

Table 1 below. 
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Table -1 attacks to layers of Iot systems 

LAYERS VILNERABILITY / ATTACKS 

Application  

 Virus 

 Spyware 

 Phishing Attacks 

 Trojan 

 Malicious Scripts 

 Denial of Service 

 Social Engineering  

 Malware 

 Injection 

Network  

 Main-in-the-middle 

 RFID Spoofing 

 RFID Cloning 

 RFID unauthorised access 

 Denial of Service 

 Sinkhole attack 

 Sybil attack 

 Flooding 

physical  

 Node Tampering 

 Node Jamming 

 Node Injection 

 Code injection on the node 

 RF Interference 

 Sleep Deprivation Attack 

 Eavestdropping 

 Physical Damage 

 

Based on the challenge classification presented in this Section, 

we will outline future directions for risk assessment 

An IoT system consists of three different layers each with 

vulnerabilities and security attacks. To address these attacks 

and to successfully protect the IoT system, this section 

presents a multi-layered security risk assessment approach. 

The attribute of vulnerability is the vulnerability degree of 

each IoT device layer when the IoT system is attacked.  

As the first step towards risk treatment, risk assessment is the 

most important part of the risk management process. Among 

the elements taken into account in the risk assessment process 

are the attack's likelihood and impact of the attack. 

Our risk assessment process is divided into the following steps 

in Fig.2 

 
Fig. 2. Risk evaluation process on Iot systems 
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_ Step 1. Analyze and classify the data of physical layer, 

network layer, application layer of the physical network 

system,  

_ Step 2. Investigate and identify vulnerabilities / attacks 

 _ Step 3. Calculation of layer risk value 

_ step 4. Calculation of system risk value  

_ Step 5. Risk level estimation, as follows: 

1 indicates that it is not important and there is almost no loss 

of the system after damage; 2 indicates that it is not very 

important and the system loss is very low after being 

damaged; 3 indicates that it is generally important, and the 

system will cause medium loss after being damaged; 4 

indicates that it is more important, and the system will cause 

more serious losses after being damaged; 5 indicates that it is 

particularly important, and the damaged system causes 

particularly serious losses. 

 

Two factors related from a security perspective are: 

a. Vulnerability: The weakness in each layer of an IoT 

architecture, which is the possibility of suffering attacks; 

b. Attack: IoT systems are made up of a set of protocols, 

technologies, and devices, so depending on this set, it is 

possible that one device is more susceptible to an attack than 

another. 

 

4.2 RISK VALUE CALCULATION 

Our investigation approach is based on the following research 

question: What is the mathematical model required to 

determine a quantitative value of the security risk of an Iot 

sytem based on layers frames?  

The vulnerability identification is used to evaluate the risk 

value on each layer. Therefore, in order to assess the risk value 

of the Internet of things, we need to first identify 

vulnerabilities and attacks on the three layers of IoT devices.  

Sample IoT risk weigh is furnished in Table 2. 

 

Table -2 attacks risk weight 

LAYERS VILNERABILITY / 

ATTACKS 

Risk 

weigh 

 

 

 

Application 

  

Virus 5 

Spyware 3 

Trojan 3 

Denial of Service 5 

Social Engineering  3 

Malware 4 

Injection 3 

 

 

 

 

Network 

  

Main-in-the-middle 5 

RFID Spoofing 2 

RFID Cloning 3 

RFID unauthorised access 4 

Denial of Service 4 

Sinkhole attack 4 

Sybil attack 2 

  

 

 

 

 

 

Physical 

  

Node Tampering 2 

Node Jamming 1 

Node Injection 3 

Code injection on the node 3 

RF Interference 2 

Sleep Deprivation Attack 1 

Eavestdropping 3 

  

 

To assess the degree of impact on IoT attacks relative to the 

likelihood of a systematic risk event, we determine a risk 

scale. 

According to the principle of risk calculation, the formula of 

risk value is done based on quantitative weightage. 

the formula of risk value of device d is as follows: 
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Risk value of device d is Rvd = (Rwp + Rwn + Rwa) /3          

(1) 

where Rwp represents the risk weight on physical layer, Rwn 

represents the risk weight on network layer and Rwa 

represents the risk weight on application layer 

Rwp =                      (2) 

Rwn =                       (3) 

Rwa =                        (4) 

the formula of risk value of the dimension i is as follows: 

RVi                            (5) 

 

4.3 RISKS LEVEL EVALUATION 

According to mapping relationship of risk value and risk level 

in Table 3, the risk level can be got to analyze the current risk 

profile of IoT system. 

 

Table -3 Risks level evaluation 

Risk level Risk value range 

Very high 5 R ≥ 4,5 

high 4 3,5 ≤ R < 4,5 

medium 3 2,5 ≤ R < 3,5 

Low 2 1,5 ≤ R < 2,5 

Very low  1  R < 1,5 

 

By calculating the data of Internet of things system, we can 

get risk value as shown in table 4 below. The risk weight of 

each dimension can be calculated according to Formula 1 and 

the corresponding risk level can be got by Table 3. 

 

Table -4 : corresponding risk weight of each device according to risk factors 

 Vulnerability/ Attacks 
Risk 

weight 

Devices Physique Network Application  

Device 

1 
Node injection  

Main-in-the-

middle  
Virus 4,333 

Device 

2 
Node Jamming 

RFID 

Spoofing 
Spyware 2 

Device 

3 

Node 

tampering 

RFID 

Cloning 
Trojan 2,666 

Device 

4 

Code injection 

on the node 

RFID 

unauthorised 

access 

Denial of 

Service 
4 

Device 

5 

RF 

Interference 

Denial of 

Service 

Social 

Engineering  
3 

Device 

6 

Sleep 

Deprivation 

Attack 

Sinkhole 

attack 
Malware 3 

Device 

7 
Eavestdropping Sybil attack Injection 2,666 

 

According to the vulnerability and threats analysis of three key 

elements: physic, network and application layers, the 

possibility of security incidents and the degree of loss after 

damage are determined. 

The risk weight is divided as follows: 1 means that there is 

almost no harm to the device. 2 indicates that the damage 

caused is very small. 3 indicates that the damage caused is 

general. 4 indicates that the damage is greater. 5 indicates that 

the damage caused is particularly serious. 
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Fig. 3. Iot systems Risk evaluation 

 

V. CONCLUSION 

In this study, we propose a multi-dimensional security risk 

assessment model based on three layers for the IoT system. 

Assets that create vulnerability are described by classifying 

the types of attacks that threaten the physical layer, network 

layer, and application layer of IoT. The contribution of this 

study is to explain the layers of cyber-physical systems that 

make up the IoT which were evaluated separately and their 

vulnerabilities and threats were examined. The proposed IoT 

security risk assessment model is a holistic security model that 

evaluates each layer of cyber-physical systems separately 

against vulnerabilities and threats, based on the risk value 

calculation and determine the risk-level of the system. 

Therefore, the research on the level protection mechanism of 

the IoT system as a future research direction is of great 

theoretical significance. 
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